ABSTRACT Low-rate Denial of Service (LDoS) attack is a special DoS attack. The routing protocol is vulnerable to many types of attacks in a wireless sensor network (WSN), which is an important network type of the Internet of Things (IoT). The novel LDoS attack to the routing protocol is proposed to evaluate the security and trust mechanism in the WSN. In fact, the LDoS attack is difficult to be detected due to its small-signal characteristics, so it is a serious threat to the security and trust of the WSN. A Hilbert-Huang transform (HHT) time-frequency joint analysis approach is utilized to analyze the non-stationary small signal that is produced by the LDoS attack. However, false intrinsic mode function (IMF) components are the challenge problems to precisely detect the LDoS attack. Correlation coefficient and Kolmogorov-Smirnov (KS) test approaches are united to evaluate the trustworthy of IMF components and exclude the false IMF components. Hilbert-Huang transformation and trust evaluation approaches are combined to detect the novel LDoS attack in Zigbee WSN. CC2530 system-on-chip integrated with ZigBee protocol is utilized to build a wireless sensor node. Random routing REQuest (RREQ) flooding attack is used to implement the routing layer LDoS attack in Zigbee WSN. If the correlation coefficient value of IMF component relative to original traffic is more than 0.3 and the KS similarity probability value of the IMF component relative to the original traffic is more than 0.4, the IMF component is identified as high trust IMF components that will be used to detect LDoS attack. If the IMF component only satisfies one of the trust evaluation conditions, the IMF component is identified as low trust IMF component. Otherwise, the IMF component is the false IMF component. We have proposed a scalable LDoS attack detection architecture for both WSN and IoT. The experimental results demonstrate that the novel approach is highly effective to detect the LDoS attack in the ZigBee WSN.
I. INTRODUCTION
With the rapid development and application of Internet of Things (IoT), many smart devices are connected to Internet. With the convenience brought by the IoT and services,
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potential security problems and threats exist in the IoT applications. For example, In 2016 Mirai Botnet caused a Distributed Denial of Service (DDoS) to Dyn DNS servers by massively distributed flooding attack, that was produced by massive IoT devices, such as routers and cameras. So DoS attack traffics from IoT devices have been a serious threat to current Internet infrastructure. Although the total DDoS attack traffic is huge in Mirai Botnet massive attack, the attack traffic from single IoT device is small. It is difficult to detect the small signal from single IoT attack device according to the traditional method.
In IoT device and network, wireless sensor network is an important part of IoT network. Wireless Sensor Network (WSN) can be used to many application aspects, such as smart home, industry automatic control, intelligent traffic monitoring system, and smart city system. However, the security challenges are hindering the widespread application and development of WSN.
WSN is expected to provide secure and trust network communication and service to the users. Most security research works in WSN pay attention to the data confidentiality and integrity, however, routing protocol and network security are also important to WSN. Denial of Service attack is a serious threat to network security in WSN. All kinds of DoS attack are being main security challenges to the security and trust of WSN. There are many types of DoS attacks in the WSN, such as Denial of sleep, Distributed Denial of Service, Low-rate Denial of Service, Routing flood, SYN flood [1] .
Nithya [2] review the security research of the wireless sensor networks, and discuss on the current state of the security attacks and countermeasures and in WSNs, DoS attacks may exist in any layer, such as physical layer, network layer, transport layer and application layer. Network security of WSN is still an open problem in current research domain.
Low rate Pulsating DoS (LPDoS) attack is researched by Kaur and Agrawa [3] . The research aim is to detect the LDoS attacks dynamically. The Shiryaev-Roberts's algorithm has been shown effectively. Active Queue Management (AQM) techniques were used by them to detect and mitigate these attacks. However, routing layer LDoS attack should be considered to provide secure and dependable network services in WSN.
The Low-rate DoS (L-DoS) attack is difficult to be detected [4] . The Active Queue Management schemes have been compared to search the decrease in network performance, that is due to L-DoS attack. The attackers exploit the vulnerability of TCP congestion control mechanism. While the routing layer LDoS attack maybe impact the network performance, the attack should be researched in WSN.
Yang et al. [5] proposed a Polynomial-based CompromiseResilient En-route Filtering scheme, which can filter false injected data and achieve well recovery capability. The scheme used polynomials instead of Message Authentication Codes to provide security protection. However, the scheme needs some additional verification computing cost.
Singh et al. [6] proposed that explicit query based distributed denial of service (DDoS) attack detection and prevention method in Mobile Ad-hoc NETworks (MANET).How to implement the attack and security scheme in a real test-bed is a great challenge.
Yin et al. [7] present a framework for software-defined Internet of Things (SD-IoT). The framework includes a controller pool containing SD-IoT controllers. They propose an algorithm to detect and mitigate DDoS attacks using the SD-IoT framework. How to propose a scalable detection architecture to be suitable both WSN and IoT is a challenge.
Nain et al. [8] proposed a secure IEEE 802.15.4 transceiver design scheme that mitigated multiple attacks by using a physical layer encryption method that reduced the computation costs at the upper layers.
Fog/edge computing has been proposed to be integrated with Internet of Things (IoT) to enable computing services deployed at network edge, aiming to improve the resilience of the services in case of failures and attacks [9] .
Cao et al. [10] propose that industrial distributed denial of service (DDoS) prevention solutions are important to keep business online. However, these solutions suffer from the challenge: although they do well in defending against extremely large scale DDoS attacks, they are not effective to the sophisticated DDoS attacks which are produced by massive unauthorized IoT devices, such as LDoS attack by IoT devices.
Tan et al. [11] propose a computer vision method to detect the DoS attack, which treats the traffic records as images. A multivariate correlation analysis approach is proposed to convert the traffic records to the respective images. The images are used as the observed objects in the DoS attack detection system, which is based on a dissimilarity measure, namely Earth Mover's Distance. KDD Cup 99 dataset and ISCX 2012 IDS Evaluation dataset are used to evaluate the intrusion detection system, experimental results show that the computer vision method is effective. How to use a novel measure to detect DoS attack in WSN is a great challenge problem.
Jeong et al. [12] propose a hybrid approach to integrate computational analysis with visual analytic to detect network intrusions. Multi-Resolution Analysis (MRA) and Principal Component Analysis (PCA) are combined to analyze network traffic data. Discrete Wavelet Transform (DWT) is used as MRA method to extract features. PCA is applied to transform the extracted features to identify principal components. However, the analysis result of DWT depends on the selection of Wavelet base function.
Jiang et al. [13] propose a traffic anomaly detection method that combines Empirical Mode Decomposition(EMD) and wavelet packet transform. Network traffic is decomposed into multiple narrow-band signals by the wavelet packet transform, which exhibiting more detailed features of network traffic. Then, the empirical mode decomposition method is used to divide the narrow-band signals into the intrinsic mode function, in different time and frequency domains. They calculate the spectral kurtosis value of the intrinsic mode function at different scales to remove the false components. Anomaly detection results show that the approach is effective. How to use the Empirical Mode Decomposition method to detect the abnormal traffic in wireless sensor network is a meaningful work.
Chistokhodova and Sidorov [14] propose a method to detect low-rate denial-of-service attacks, which uses additional timestamps. The classifier with memory stores the state of the system, that is not limited by the sliding window. In their attack model, the target of victim is the web-server, how to detect low-rate denial-of-service in WSN is a great problem.
Zhang et al. [15] propose an intrusion detection based on dynamic state context and hierarchical trust in WSNs, which is flexible for constantly changing WSNs. The environment, states of nodes, and variations in trust value are always changing. The intrusion detection method based on a self-adaptive dynamic trust threshold is described, which is suitable for cluster-based WSNs. Tampering attack or a black hole attack are simulated in NS2 simulator. However. LDoS attack is also a serious threat to the WSN.
Cao et al. [16] propose a severe attack on ZigBee networks named as ghost attack, which used the underlying vulnerabilities of the IEEE 802.15.4 security suites to exhaust the energy of the target nodes. However, how to detect the ghost and improve the security of Zigbee networks are great challenges to current researchers.
Internet of Things is a concept which leverages on the power of networks to create ubiquitous sensor-actuator networks [17] . With the advance of cloud computing, the concept of IoT can be integrated with the basic elements having limited resource. PRITEE PARWEKAR evaluates the possibilities by integrating the IoT and Cloud Computing.
Distributed denial of service attack is the primary threat for the security in the collaborative wireless Mobile Ad hoc networks. Poongodi and Bose [18] have designed an intrusion detection system using the trust evaluation metrics. The probability of the overall trust evaluation is calculated by Trust Hypothesis Statistics, Frequency value, Cluster Separation value, Dominant Cluster value and Trust Network Security Policy. The trust evaluation probability is used to detect the flooding DDOS attacks in the Mobile Ad hoc networks. NS2 simulation experiments were used to validate the intrusion detection system. However, how to validate the intrusion detection approach in a real wireless network environment is a great challenge.
Pang and Liu [19] present a secure networked predictive control system architecture for the data security and control of networked systems, which provides the data confidentiality service, detection and compensation of deception attacks.
An active detection-based security and trust routing scheme named ActiveTrust is proposed for WSNs [20] . The innovation of ActiveTrust is that it avoids black holes through the active creation of a number of detection routes to quickly detect and obtain nodal trust and improve the data route security.
To counter the threat of malicious spoofing attacks, Zhang et al. [21] develop the Secure Location of Things (SLOT) framework which extended current approaches and was able to deal with such threats.
Keerthi and Venkatarm [22] propose a Wormhole Attack Confirmation System that used a honeypot to mitigate false alarms in Mobile Ad hoc Networks and protect its resources.
A puzzle-based co-authentication scheme is proposed [23] . In the scheme, the Hash puzzle is designed to mitigate DoS attacks against the pseudonymous authentication process, that is facilitated through collaborative verification.
A novel multi-agent-based dynamic lifetime intrusion detection and response scheme are proposed to combat the two types of attacks [24] . Agent can periodically update itself by the trustworthiness of the neighbor nodes.
Han et al. [25] develop a new context-based pairing mechanism called Perceptio that uses time as the common factor across different sensor types. Perceptio creates event fingerprints that can be matched across a variety of IoT devices.
Rezvani et al. [26] demonstrate that several existing iterative filtering algorithms, while more robust against collusion attacks, they propose an improvement for iterative filtering techniques by providing an initial approximation which makes them not only collusion robust, but also more accurate and faster converging.
Rullo and Bertino [27] present Protocol-Adaptable Security Tool (PAST), a security tool for the IoT, which allow for the design and the management of detection techniques tailored to specific attacks and specific IoT instances.
As analysis from the above research works, LDoS attack is a great challenge to the security of WSN, however, there is not an efficient experimental approach to detect the routing layer LDoS attack in WSN.
The traditional LDoS attack utilizes the vulnerability of TCP congest control mechanism, the average value of LDoS attack traffic is close to that of normal network traffic. In WSN, as the routing protocols are simple, and the network topology can be controlled by the routing protocol, the routing protocol of WSN is vulnerable to some DoS attacks, such as the Low-rate Denial of Service(LDoS) attack. Network topology and performance can be impacted by the LDoS attack. To realize the two goals-both impacting the network performance and avoiding to be detected, routing-layer LDoS attack in WSN is proposed and implemented in this paper. In the routing layer LDoS attack, the average routing traffic from the attacker is close to normal routing traffic, at the same time, the network performance is affected by the attack.
HHT is an efficient method to analyze non-linear and nonstable signal, as the limited resource of the sensor nodes and the problem of HHT method, how to use the HHT method to detect the LDoS attack in WSN is a great challenge. The organization of the paper is described as the followings: Problem statement is described in section II. The novel solution combining HHT and trust evaluation is proposed in section III. Experiment workflow and network scenario are described in section IV. Routing layer LDoS attack experiment in Zigbee WSN is given in section V. Intrusion detection experiments by the novel solution are described in section VI. Scalable LDoS attack detection architecture in IoT network environment is proposed in section VII. Comparison analysis to other methods is described in section VIII. The conclusion is drawn in section VIIII. VOLUME 7, 2019 
II. PROBLEM STATEMENT
In WSN, the routing protocols are simple, however, the topology structure and network performance can be affected by the routing protocol if it is attacked. So the routing protocol of WSN is easily vulnerable to DoS attacks, such as the LDoS attack. The traditional LDoS attack utilizes the vulnerability of TCP congest control mechanism, the novel routing-layer LDoS attack is proposed to promote the security and trust research in WSN. The routing layer LDoS attack attempts to disrupt the network topology control mechanism in WSN and decrease the network performance, at the same time, the average number of routing traffic is similar to that of normal routing traffic to evade intrusion detection. So routing layer LDoS attack and detection in WSN are a great challenge to current researchers.
Because of the limited resource of wireless sensor node, the complex and online intrusion detection techniques cannot be directly used on the WSN node. As the traffic of LDoS attack is similar to that of normal routing protocol traffic, traditional threshold-based abnormal detection method cannot be directly used to detect the routing layer LDoS attack in WSN. At the same time, there is no congestion control mechanism in routing protocol of WSN, the routing protocol is vulnerable to LDoS attack. So how to detect the routing layer LDoS attack in WSN is a great challenge problem.
When the time-frequency analysis HHT method is utilized to analyze the LDoS traffic data offline, the small signal produced by LDoS attack is difficult to be detected because of the interfere of false IMF components. Trust computing is quantitative information system security approach. The concept and method of trust computing are utilized to improve the dependability of intrusion detection analysis. How to evaluate the trustworthy of Intrinsic Mode Function (IMF) components and identify the trust IMF components is also a great challenge. Based on the analysis above, there are two main problems in the LDoS attack detection in WSN.
(1) Traditional DoS detection method is difficult to detect the LDoS attack, as the traffic of LDoS attack is similar to that of normal traffic in WSN. Routing layer LDoS attack detection in resource-limited WSN is a problem.
(2) HHT time-frequency analysis method may be interfered as the small signal characteristic of LDoS attack, because the false IMF components are mixed in the normal IMF components. Trust evaluation of the IMF components is also a problem.
III. THE NOVEL SOLUTION COMBINATION HHT AND TRUST EVALUATION
To solve the problems described above, an architecture of LDoS attack detection in WSN is proposed. The proposed architecture is shown in figure 1 .
Consider the constraints of energy in Wireless Senor Networks, there are two parts in the LDoS attack detection architecture in figure 1 ,the first part is WSN routing traffic capture module, which runs in the WSN sniffer node; the second part is security analysis module, which runs in the security analysis server.
The security researchers can use the sniffer node and packet sniffer software to capture and record the routing traffic in the sniffer range. In ZigBee WSN, the sniffer range is equal to ZigBee communication scope, that is 50 meters indoor or 200 meters outdoor according IEEE 802.15.4 standard.
Consider the proposed approach will be used for both WSN and IoT (Internet of Things), the sniffered network traffic can be transferred to security analysis server by the different communication protocol, such as WiFi, Bluetooch, LoRa (LongRange), NB-IoT (Narrow Band-Internet of Things), USB (Universal Serial Bus), 5G, and so on. That depends on the application scenarios and design requirements.
In this paper, to validate the LDoS attack detection algorithm in the experiment, the ZigBee sniffer node is connected to security analysis server by USB protocol interface, which is installed the Smart Packer Sniffer software. The routing traffic data in the sniffer range is captured by the sniffer node, then the traffic is transmitted to security analysis server by the USB interface. So the security researchers can analyze the captured traffic according to HHT time-frequency signal analysis approach in offline mode.
The security analysis server implements the detection of the attacks by analyzing the sniffed routing traffic from the sniffer node. According to the monitor interval set by the security administrator, the WSN sniffer node transmits the sniffed routing traffic to the security analysis server periodically. If there is no routing traffic in this period, the sniffer node will not transmit any data to the security analysis server, so the energy consumption in detection system is controlled in the minimum level.
The routing traffic is converted and preprocessed to time series dataset in the security analysis server.
A novel solution which combines HHT and trust evaluation approach is proposed to precisely detect the small signal of LDoS attack. HHT time-frequency signal analysis approach is used to decompose and analyze the network traffic time-serial dataset to IMF components, then the IMF components are evaluated by trust evaluation approach to obtain the trust IMF components. So the trust IMF components will be used to analyze and detect LDoS attack in WSN.
To improve the detection precision of LDoS attack, two types of trust evaluation approaches are united to evaluate the trustworthy of the IMF components, they are correlation coefficient approach and Kolmogorov-Smirnov test approach. Correlation coefficient is a numerical measure of correlation, which means a statistical relationship between two random variables. The Kolmogorov-Smirnov statistic test quantifies a distance between the empirical distribution function of the sample and the cumulative distribution function of the reference distribution, or between the empirical distribution functions of two samples. The two statistic approaches are united to evaluate the trustworthy of IMF components. The novel LDoS attack detection algorithm combining HHT and trust evaluation, that is shown in table 1. 
A. HILBERT-HUANG TRANSFORM TIME-FREQUENCY SIGNAL ANALYSIS APPROACH
As Hilbert-Huang Transform (HHT) is widely used to analyze the non-stationary signal, such as biomedical applications, financial applications, image processing, ocean engineering, health monitoring, speech recognition and network abnormal traffic detection [28] . It is proposed to detect the small signal produced by routing layer LDoS attack in WSN. Huang et al. proposed an adaptive data analysis approach named Empirical Mode Decomposition (EMD) to decompose the data signal into a set of intrinsic mode functions (IMFs) components, that extracted meaningful instantaneous amplitude and frequency information with the Hilbert transform.
EMD is an adaptive process that depends on two basic requirements:
1) the number of extreme and zero-crossings must be equal or differ by one;
2) the mean value of the envelope defined by local maxima and minima must be equal to zero at any point.
IMF component can be expressed by a simple harmonic function, an IMF component may have variable amplitude and frequency. The procedure of extracting an IMF component is described as the following steps:
1) Identify all the local extreme in the data signal.
2) Connecting all the local maxima by a cubic spline line as the upper envelope.
3) Connecting all the local minima by a cubic spline line as the lower envelope.
4) Obtain the mean curve value between the upper envelope and the lower envelope.
The upper and lower envelopes should cover all the data between them. The average value of the envelopes is m 1 . The difference between the original data X (t) and m 1 is the first component h 1 , which is shown in formula (1):
After the first round of calculation, a peak maybe become a local maximum. In the subsequent calculation process, h 1 can only be treated as a proto-IMF,As h 1 is generally not stationary data series, the new average value m 11 is calculated on the h 1 as the same method. In the next step, h 1 is calculated as formula (2):
After repeated calculation for k times, h 1k becomes an IMF, that is shown in formula (3):
Then, h 1k is been as the first IMF component, it stands for the highest frequency component. Standard deviation (SD) is a stoppage criterion of the calculation process. In this paper, the SD value of stoppage criteria is between 0.2 and 0.3. It is shown in formula (4):
When the stopping criterion is satisfied the data range-[0.2,0.3], the first IMF component can be obtained. The other IMF components can be calculated as the similar approach. Theoretically, an analytic signal z(t) can be calculated from a real signal x(t) and its Hilbert transform y(t) [28] , which are shown in formula (5), (6) :
where P stands for the principal value of the singular integral, the imaginary part y(t) is the Hilbert transform of the real part x(t).
B. TRUST EVALUATION OF THE IMF COMPONENTS
As the routing traffic in LDoS attack is random and complex, the maximum value of LDoS attack traffic is close to the value of normal routing traffic. When the LDoS attack traffic is decomposed by EMD algorithm, the false IMF components will appear, that will impact the precision of LDoS attack detection. We need an effective approach to evaluate the trustworthy of IMF components and choose trust IMF components. In this paper, there are two approaches to be used to evaluate the trustworthy of the IMF components and identify the trust IMF components, which can be used to identify and detect LDoS attack in WSN. The trust IMF components are selected to improve the detection precision of LDoS attacks. If the IMF component is evaluated as trust component by the two statistical approaches at the same time, the IMF component will be identified as high trust component; if the IMF component is evaluated as trust component only by one statistical approach, the IMF component will be identified as low trust component; if the IMF component is not evaluated as trust component by any statistical approach, the IMF component will be identified as false component. The high trust IMF components will be used to analyze and detect the LDoS attack in WSN; the low trust IMF components will be used to assistant analysis in LDoS attack detection, the false IMF component will not be used to detect the LDoS attack. So our approach can solve the problem of trust IMFs identification and improve the precision of LDoS attack detection.
C. IMF COMPONENT TRUST EVALUATION BY CORRELATION COEFFICIENT APPROACH
As the small signal of LDoS attack is random and complex, false IMF components can be introduced in HHT analysis process, the detection precision of LDoS attacks will be impacted by the false IMF components. To solve the problem, the correlation coefficient approach is proposed to identify the trust IMF components to improve the LDoS detection precision.
Correlation coefficient calculation [29] between two time series is expressed as the following formula (7):
In this paper, x(n) is the time series of IMF component, y(n) is the time series of the original traffic signal, n is the number of time series. The ρ xy stands for the correlation coefficient between the IMF component and original traffic signal, the value range of correlation coefficient is between 0 and 1.When the value is closer to 1, the more correlative between them, the higher trust degree of the IMF component; when the value is closer to 0, the more irrelevant between them, the lower trust degree of the IMF component. So the correlation coefficient calculation method can be used to evaluate the trustworthy of IMF components in LDoS attack detection of WSN.
D. IMF COMPONENT TRUST EVALUATION BY KOLMOGOROV-SMIRNOV TEST
If only the correlation coefficient approach is used to evaluate the trustworthy of the IMF component, error detection or missing detection maybe occur in HHT time-frequency joint analysis. So Kolmogorov-Smirnov test approach is used as the second approach to evaluate the trustworthy of IMF components. The Kolmogorov-Smirnov test is a non-parametric test approach to measure the given data is generated from a known distribution (one-sample test), or the two sets of data are generated from the same distribution (two-sample test) [30] . The two-sample KS test is one of the most general non-parametric approaches to compare the similarity of two samples distribution, as it is sensitive to the differences in location and shape of the empirical cumulative distribution functions of two samples. The two-sample KS test is used to calculate the similarity of the IMF component and its original traffic data, so the similarity is used as important evidence of IMF component trust evaluation.
Support the CDF (cumulative distribution function) of two time-series are f (x) and r(x),the largest absolute difference between the two CDF is expressed by D,it is shown in formula (10) .
The similarity probability of the two data samples is given in formula (11) .
With
In the formula (12) , N 1 and N 2 stand for the sample number of the two time-series. In the formula (13), Q KS stands for KS probability distribution function.
Seen from (13) , when the λ → 0 , Q KS (λ) → 1; while
So when the cumulative distribution function of two time-series is similar, their similarity probability is close to 1, the more similarity between them, the higher trust degree of the IMF component; otherwise their similarity probability is close to 0,the more irrelevant between them, the lower trustworthy of the IMF component. So the KS similarity probability calculation method can be used to evaluate the trustworthy of IMF components.
So correlation coefficient calculation and KolmogorovSmirnov test can be united to solve the problems of trustworthy IMF component evaluation.
IV. EXPERIMENT WORKFLOW AND NETWORK SCENARIO
To verify our LDoS attack detection approach, experiment workflow and ZigBee WSN scenario are designed. Zigbee protocol stack is widely used in wireless sensor network, Zigbee wireless sensor nodes with CC2530 SoC (System on a Chip) is used to build the Zigbee wireless network and topology. The Zigbee node is built by CC2530 SoC with standard IEEE 802.15 Zigbee protocol stack. Zigbee network monitor tool is used to monitor the network topology, which is shown in figure 3 , the attack node and sniffer node are set to obtain the LDoS attack traffic and normal traffic. Network traffic is collected by the sniffer node, which runs Zigbee Packet Sniffer software and is connected to the security analysis Server by USB interface, so the sniffed traffic file is analyzed by the security administrator. Consider the proposed approach will be used for both WSN and IoT, the sniffered network traffic can be transferred to a security analysis server by WiFi,LoRa,NB-IoT,USB,5G,and so on. The number of routing request packets in one second is counted to build the time series statistic file. At least two types of experiments were executed on the network topology, normal network traffic file was achieved in the first experiment; hybrid traffic file which combing normal traffic and LDoS attack traffic was achieved in the second experiment. HHT and EMD signal analysis methods were used to decompose and analyze the two types of traffics. In the EMD signal process of small LDoS attack traffic, false IMF components may be produced. Correlation coefficient and KS test approaches are united to evaluate the trustworthy of the IMF components. The trust IMF components will be selected to analyze and detect LDoS attack. Routing layer LDoS attack simulation experiment and HHT-based attack detection experiment workflow is shown in figure 2 .
Seen from figure 2, WSN network topology and routing protocol are designed and configured, a LDoS attack model is designed to build the routing layer LDoS attack, security detection model is designed and configured according to the security requirement. The normal network traffic and LDoS attack traffic are generated according to the network configuration, then the routing traffics are captured by TI SmartRF Protocol Packet Sniffer software. Then the captured routing traffic is transferred to the security analysis server by USB protocol interface periodically. The captured packet file format is Packet Sniffer Format (PSD), we use PSD_2_PCAP_Convert software tool to convert the captured PDS-format traffic file to PCAP-format traffic file in the security analysis server, then the routing message number in every second is summarized at the traffic preprocessing stage. Then the preprocessed traffic statistic data will be analyzed by HHT approach.
HHT time-frequency analysis approach is utilized to analyze the preprocessed statistic data and detect the LDoS attack offline. To solve the interference problem of false IMF components, correlation coefficient and KS-test approaches are united to evaluate and recognize the trust IMF components to improve the precision of LDoS attack detection. When the LDoS attack traffic is detected, the node that generated the LDoS attack traffic is identified as LDoS attack node. The configuration of Zigbee network attack experiment is shown in the table 2. In the experiment configuration, Ad hoc On-demand Distance Vector(AODV) is a popular routing protocol in WSN, that is widely used in WSN and wireless Ad hoc network.
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A random low-rate Route REQuest (RREQ) flooding attack mode is proposed to generate routing layer LDoS attack traffic in WSN.
The network topology of the LDoS attack experiment is gotten by Zigbee Sensor Monitor software, which is shown in figure 3 .
FIGURE 3. LDoS attack network topology in WSN.
Seen from the figure 3, there are six nodes in WSN experiment scenario. Node 0 is Zigbee coordinate node, there are one LDoS attack node and one Zigbee sniffer node in the network topology.
The sniffer node is shown in figure 4 . The sniffer node can capture the routing traffic and transfer the traffic data to data analysis server by USB protocol interface. TI Zigbee Packet Sniffer software is installed in the sniffer node to capture the network traffic.
The normal WSN nodes are shown in figure 5 . Seen from figure 5 , the normal nodes can be plugged the sensors and build the Zigbee network by AODV routing protocol and Zigbee protocol stack. 
V. ROUTING LAYER LDoS ATTACK EXPERIMENT
In Zigbee WSN, the Network Coordinator node is built firstly, then the router node and endpoint node joint to the WSN according to the Zigbee protocol. If the source node needs transfer data to the other node, AODV routing protocol will be used to build the route path from the source node to the destination node. Because the AODV routing protocol is a passive routing protocol, only when the route path is needed to be built, the Routing request message and Routing reply message will be sent and transferred. When the attack sends data to a node which does not exist in the WSN, the Routing request broadcast will be triggered, if the frequency and duration of the RREQ messages are more than a threshold value, the network performance will be impacted. In this paper, the forged RREQ messages generated by the LDoS attack node is injected to the WSN at low rate, so the network performance is impacted potentially, at the same time, the LDoS attack small signal is similar to the normal traffic signal, the maximum routing message number of the LDoS attack in one second is no more than that of the number of routing message in normal network traffic. The characteristics of LDoS attack improve the difficulty of attack detection.
In the Zigbee LDoS attack experiment, when the attack node sends data to the unreachable destination node in a low duration time, the LDoS attack will be triggered. The interval time of LDoS attack is set to 0.25 second, the starting time and finish time of RREQ flood attack are random to evade detection. AODV routing protocol is used to build a route path in the Zigbee WSN. Routing Request function is called by the LDoS attack software in AODV protocol stack, the LDoS attack software is developed by C programming language and compiled by IAR Embedded Workbench IDE, then the LDoS software is programmed to the attack node by Zigbee Flash Programmer. The attack variables and parameters are set in the attack program. In the first experiment, the network traffic is normal; in the second experiment, the duration time of RREQ flood attacks are 20-30 second, 65-90 second, 115-125 second and 150-170 second. All network events and data in sniffer communication scope are captured by the TI Packet Sniffer. The Zigbee Sniffer node is connected to a security analysis server by a standard USB interface, which is about 50 meters indoor or 200 meters outdoor. Then the network routing traffic data is analyzed by HHT method in the security analysis server. The time-series traffic under normal traffic mode and LDoS attack mode are shown in figure 6 . Seen from figure 6 , the maximum number of the routing message in LDoS attack traffic is close to that of normal traffic. It is difficult to detect LDoS attack traffic only by traditional threshold detection approach. However, the network performance has been impacted, the packet loss ratio has increased from 0.1% to 0.35% under the LDoS attack. If the LDoS attack does not be detected efficiently, the network performance will be affected by the routing layer LDoS attack continuously.
VI. LDoS ATTACK DETECTION EXPERIMENTS BY THE NOVEL SOLUTION A. LDoS ATTACK DETECTION BY HHT ANALYSIS APPROACH
Because the LDoS attack is random, the routing message number of LDoS attack is similar to that of normal routing traffic, the traditional approach is difficult to detect the random LDoS traffic attack. Seen from figure 7 to figure 11 , the instantaneous amplitude and the frequency signal of the IMF components are Zigbee network traffic packets are captured by the TI Packet Sniffer software in the Zigbee sniffer node under its communication scope, the captured traffic is converted to PCAP format, so it can be preprocessed to the time-serial data, which is fed to HHT time-frequency analysis algorithm.
Comparison analysis between normal IMF components and attack IMF components are utilized to detect the routing layer LDoS attack in WSN. However, there are some contradictory and false detection results when analyzing the different IMF components. By analyzing the difference between the first normal IMF component and the first attack IMF component in figure 6 , there is no significant difference between them on the maximum instantaneous amplitude value, however, there is a significant difference between them on a signal period, the differences are more than 30% in 20-30s,60-90s,110-125s and 150-170s, which can be inferred that potential LDoS attacks maybe occur in these period. Similarly, as shown in figure 7 ,there are no significant differences on the instantaneous amplitude and signal period in the second IMF component. Seen from figure 8 ,there is a significant difference in the maximum instantaneous amplitude in 20-30s, it is inferred that the LDoS attack occurred in this period in the third IMF component. As shown in figure  9 ,there are significant differences in the fourth IMF component on the maximum instantaneous amplitude in 20-30s, 65-90s,115-125s and 150-175s, the differences are more than 30%, so potential LDoS attacks can be inferred in these period. Seen from figure 10 ,there are significant differences in the fifth IMF component on the maximum instantaneous amplitude in 20-30s,40-50s,60-90s,110-125s,130-140s and 150-175s, the differences are more than 30%,so potential LDoS attacks can be inferred in these period.
By analyzing and comparing the difference between the normal IMF components and attack IMF components, potential LDoS attack can be inferred. However, the analysis results are not consistent, some results are contradictory. To solve the problem of contradictory and false LDoS attack detection in different IMF components, the IMF component should be evaluated by trust IMF evaluation approach to improve the precision of LDoS attack.
Correlated coefficient and KS test approaches are statistical approaches to calculate the similarity between the IMF component and the original traffic signal, the more similarity value of the IMF component relative to original traffic, the more trustworthy of the IMF component. In this paper, the correlated coefficient and KS test approach are united to evaluate the trustworthy of IMF components. So the precision of LDoS attack detection will be improved.
B. TRUST IMF COMPONENT EVALUATION BY CORRELATION COEFFICIENT AND KS TEST
As the low-rate and random characteristics of LDoS attack in this paper, the detection precision was impacted by the false IMF components in the HHT time-frequency analysis process. Correlation coefficient and KS test approaches are utilized to evaluate trust IMF components to improve the precision of LDoS detection.
According to formula (9), correlation coefficient method is used to evaluate the trustworthy of IMF components according to the correlation coefficient values between the IMF component and original routing traffic. The correlation coefficient values of IMF components relative to original LDoS routing traffic in the experiment are listed in table 3.
According to formula (11) , KS test method is used to evaluate the trustworthy of IMF components according to the similarity probability values between the IMF component to original LDoS routing traffic. The similarity probability values of IMF components to original LDoS routing traffic are listed in Seen from the table 4, the similarity probability of the five IMF components to original LDoS traffic are different. If sort the five IMF components according to the similarity probability to original LDoS traffic, the descending order should be IMF4,IMF1,IMF5,IMF3,IMF2. According to algorithm1 in table 1, the similarity probability of IMF4,IMF1,IMF5 are more than 0.4, that of IMF3,IMF2 are less than 0.4. So IMF4,IMF1,IMF5 may be trust IMF components, while IMF3 and IMF2 may be false IMF components. Combining the analysis results from both correlation coefficient and similarity probability method,IMF1 and IMF4 are identified as high trust IMF components, IMF5 is identified as low trust IMF component,IMF3 and IMF2 are identified as false IMF components.
To demonstrate the trust evaluation condition, trust evaluation value, result and usage, the trust evaluation relationships are shown in table 5.
Thus we should pay attention to analyze the high trust IMF4,IMF1, the low trust IMF5 will be as assistant analysis usage. While IMF3,IMF2 are excluded to be analyzed, as they are identified as false IMF components.
As analyzed in the IMF1 component, potential LDoS attack can be inferred in 20-30s,60-90s,110-125s, and 150-170s,at the same time, as analyzed in IMF4 component, potential LDoS attack can be inferred in 20-30s,65-90s,115-125s and 150-175s. We can combine the comprehensive analysis results to obtain the final LDoS attack detection results, we deduce that LDoS attack can occur in 20-30s 65-90s 115-125s 150-170s.
As analyzed in IMF5 component, potential LDoS attack can be inferred in 20-30s,40-50s,60-90s,110-125s,130-140s and 150-175s. As the LDoS attack analysis results are included in the analysis results by IMF5, so LDoS attack analysis results deduced by high trust IMF4 and IMF1 are confirmed again. However, the traffic in 40-50s will not be treated as LDoS attack, because it is only deduced by the low trust IMF5 component.
Based on the above analysis, the LDoS attack traffic detection results are in 20-30s 65-90s 115-125s 150-170s,which are deduced by the high trust IMF components and confirmed by low trust IMF component. As the LDoS attack traffic is generated from node 3, so node 3 is recognized as the malicious LDoS attack node. The detection results match the LDoS attack configuration experiment well. The detection precision is higher than that from false or low trust IMF components.
VII. SCALABLE LDoS ATTACK DETECTION ARCHITECTURE IN IOT NETWORK ENVIRONMENT
IoT needs constant monitoring of the objects and the attacks, WSN is a key portion of IoT, We propose a scalable LDoS attack detection architecture in Cloud-based IoT network environment, which is suitable for both WSN and IoT, that is shown in figure 12 .
As shown in figure 12 , the scalable LDoS attack detection architecture is hierarchical and collaborative, it combines the advantages of cloud computing and edge computing. There are three key parts in the architecture, they are sniffer node, Edge computing security analysis server and cloud computing security analysis server. The sniffer nodes are used to capture and transmit the network traffics to the Edge computing security analysis server, the communication protocols between the sniffer nodes and Edge computing security server can be USB,WiFi,BlueTooch,NB-IoT,LoRa and 5G, which depend on the real network scenarios and security requirements. The Edge computing security analysis server implements the detection of the attacks by preprocessing and analyzing the sniffed routing traffic. Then the Edge computing security analysis server transmits the preprocessed and structured traffic data to the Cloud computing security analysis server periodically. The collaborative analysis results can be deduced from the results both in Edge computing security analysis server and Cloud computing security analysis server. The structured traffic data includes the ID of the WSN node, and the number of the network traffic per second from the WSN node. The IoT global traffic monitor matrix M in cloud server represents the routing traffic distribution of the IoT nodes in current time, M is updated for one second, the matrix M is defined in formula (12) .
where the row represents the traffic/second from one WSN node, the column represents traffic/second from one Edge computing security analysis server. The ID j stands for the j-th WSN node,SA i stands for the i-th Edge computing security analysis server, N SAi -IDj stands for the traffic/second from j-th WSN node observed by the i-th Edge computing security analysis server. From the IoT global traffic monitor matrix in cloud server, the LDoS attack can be detected by the attack detection algorithm both on the Edge computing security analysis server and Cloud computing security analysis server, so it is cooperative attack detection approach. The security administrator can ensure which domain and which WSN node the LDoS attacks occurred will be detected.
VIII. COMPARISON TO OTHER APPROACHES
To show the advantages of our approach, different methods are selected to compare our approach to existing methods, the comparison is shown in table 6: As shown in table 6, there are 5 items to be used to compare different attack detection approaches in WSN, the items are time-frequency analysis, attack detection experiment, trust evaluation, WSN attack detection, scalable to IoT network. All the items are supported in our approach, only some of the items are supported in other existing methods. Moreover, the difficulty of the LDoS attack detection in WSN is more than other attack detection. The trust evaluation approach which combining correlation coefficient and KS test is firstly proposed to select trust IMF components. Our LDoS detection architecture is easy to be scalable to IoT network environment. Overall our approach performs better than other existing methods.
IX. CONCLUSION
Routing protocol is a critical component of the WSN in current IoT (Internet of Things) network technique. The routing protocol is vulnerable to LDoS attack, which is difficult to be detected by the traditional method. LDoS attack detection is a great challenge to current intrusion detection techniques in WSN.
A novel LDoS attack detection approach combining Hilbert-Huang Transformation and Trust evaluation is proposed in Zigbee WSN. There are three main contributions in our research work:
(1) Scalable LDoS attack detection architecture in Cloud-based IoT network environment
The scalable LDoS attack detection architecture is hierarchical and collaborative, it combines the advantages of cloud computing and edge computing. A novel data structure-IoT global traffic monitor matrix is proposed to record the time-serial traffic data in cloud server.
(2) A novel HHT-based LDoS attack detection algorithm in Zigbee WSN As LDoS attack traffic is small signal compared to original traffic, HHT time-frequency joint analysis approach is proposed to analyze and detect the routing layer LDoS attack. EMD method is utilized to decompose the original traffic signal to a set of IMF components as their intrinsic characteristic. Only trust IMF components can be utilized to detect the LDoS attack based on LDoS detection rules in Zigbee WSN.
(3)IMF components trust evaluation approach combining correlation coefficient and KS test
As the signal of LDoS attack is the random small signal, the false components are mixed in the IMFs components, which results in the contradictory LDoS detection results. Correlation coefficient and KS test approaches are united to evaluate the trustworthy of IMF components, so the detection precision of LDoS attack is improved by the novel approach. The false IMF component will be excluded. Only trust IMF components can be used to detect the LDoS attack in ZigBee WSN.
Experimental results demonstrate that the novel LDoS attack detection approach is effective to detect the LDoS attack in WSN. Correlation coefficient united KS test method is highly efficient to evaluate and select high trust IMF components. Aiming to the future research, we have proposed a scalable LDoS attack detection architecture for both WSN and IoT network environment, which combines Edge computing and Cloud computing efficiently. To the best of our knowledge, the work is the first quantitative LDoS attack and detection experimental research on Zigbee WSN. The novel detection architecture and approach will promote HHT and trust evaluation application for WSN and IoT security research. 
